Ethical Considerations Across the Data Project Lifecycle?

& Scoping

Uls the problem we are
solving the symptom of a
greater issue? Sometimes
we think we’ve identified a
problem only to learn that it
cannot be addressed without
solving a greater systemic
issue.

U Is data science the right
tool for the job? Pursuing a
data science project can
mean pulling resources away
from other initiatives that
could have a greater impact.
Data science can be
incredibly powerful, but it
requires a lot of pieces to be
in place to be successful. It's
important to recognize when
this is not the case and
resources are better directed
elsewhere.

Project Selection

UDoes the team include
and/or consider individuals
and institutions who will
ultimately be affected by the
tool? A team of graduate
students or PhDs is not
always representative of the
population being studied. For
this reason, they should
engage members of their
target communities and find
ways to give them a voice
throughout their project, while
at the same time familiarizing
themselves with their culture
and realities.

UAre our team members in it
for the right reasons? Are
members joining the team to
pad their resume or because
they truly care about the
issue? It's OK to care about
both, but people that are
motivated by a greater cause
are generally better team
players.

UDoes collecting data
impede on anyone’s
privacy? Did the people we
are studying give consent to
the way their data is being
used? Were they given the
option to opt out? If such
steps were not possible, was
the data anonymized and
cleansed of personally
identifiable information?

UWere the systems and
processes used to collect
the data biased against any
groups? Surveys are a
common venue for
introducing bias. For example,
a question about gender that
is limited to male or female
responses may inadvertently
alienate transgender people.
Similarly, a survey sent to
non-English speakers may
return unreliable responses.

Data Collection

Analysis

UWhat bias is the team
introducing? The variables
that are considered for an
analysis are subject to
selection bias. An experiment
is limited by the knowledge of
its authors. For this reason, it
is critical that the team
recognize the limitations of
their backgrounds and
engage outside experts when
possible.

UShould the team include
features that could be
discriminatory? Features
such as race, gender, or
income can be highly
predictive for certain
problems. When this
happens, it's important to
think through about why this
is happening and what data is
missing.

Uls the analysis sufficiently
transparent? Machine
learning models can be
opaque, particularly around
what variables are driving
predictions. This can hinder
important discussions within a
team or with stakeholders
about targeting and
intervention strategies.

1Based on this checklist from the Data Science for Social Good Fellowship at the University of Chicago/Carnegie Mellon University

Implementation

UAre the people using our
models aware of its
shortcomings? Many people
trust models as if they are
fact. In reality, all models
have some degree of
uncertainty. It's important for
end users to be aware and
educated of this as they
implement these tools.

UWhat are the
consequences of not acting
on false negatives (and
acting on false positives)?
End users have to choose
what tradeoffs they are willing
to make when implementing a
predictive model. They should
assess the costs and benefits
of various courses of actions.


https://www.dssgfellowship.org/2015/09/18/an-ethical-checklist-for-data-science/

